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Information Injects Mbhaemed daden

Information Injects are often pre-scripted and
introduced through a Master Events List (MEL) or
Master Injects List (MIL).

Take time and effort (and hence budget) to produce.

Can be hard to adapt if player actions start to
diverge from “the script”

Tends to focus on the “golden thread”, little time to
produce the “noise”

As a result G2/G9/Influence cells often not well
exercised

s it possible to generate the same/similar content without high
levels (or any) human intervention?




Prior Work
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LATEST HEADLINES MILITARY REPORTS : ,9). Lol why are we boarding up windows its not like itil help when the drop the bomb on us
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" as in resistor planted the bomb, detonated it & got back safely to Latvia Shit
%. Demo forming at Heleny - keep the troops out!
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Trying to sleep but convoy just keeps trucking past my house
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All To Date
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POBL— Template & Synonym Approach

TEMPLATES

A [bignumber] protest has gathered at the

[roadblock, crossroads,barriers] in front of the path up to
[~key location].

[~opposition] forces using heavy artillery in direction of
[~city] region.

1 [bunch] of [soldiers] chatting just [outside]

2 [1cansee] [soldiers] [shooting] [onthestreet]

3 [couple] of [tanks] [moving] [down] [thestreet]

4 [exclam]! [huge] [bang]. [tankgun] [firing] just [outside].
5 [~they] are [bombing] [us], [explosions] [everywhere]
SYNONYMS

exclam Christ, Wow, omfg, omg, F***, holy crap

Icansee I can see, We can see, Just seen

Bunch Bunch, Group, Crowd
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Background Messaging
- Fully automated



POBL Screenshots M emd  daden
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I the small Eastem European vllage of Zhurivia, easions have reached 3 beiing paind 95 millary occupalion coninues 1o escalale. Residens are growing
increasingly restiess and fearful of what may come next. Local busmess owner Mana Kovalsky shared her concens with reporters, “We don't know why

. I°s making s all very arodous ™ Anohe local Ivan Peliov, expressed his Wusiralion, “Theyve taken over U
il anc wor et amyone in or out. We cant even access our own property” As of now, the miltary presence has not resuied in any vioienclashes, bat
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Adding Live Exercise Support Mhesed  daden

Sensor Selection:

Single board micro computer within trap camera case, equipped with PIR (Passive
Infrared) sensors for motion detection. Cellular or wifi back-haul.

Designed for field deployment — compact & ruggedised

Image Detection:

TensorFlow-based object recognition models to classify entities in real-time.

Processed data through edge computing, ensuring rapid and localised decision-making.

Fed into POBL as any other external trigger message.

Result:

Enabled real-time message generation based on detected physical activities.

Bridged the gap between Live and Constructive environments, ensuring seamless

Physical Sensor Info

training integration. S
Challenges: \\N*‘F" eeeee .
. . . . . % \i_ﬁ New Model Sensor
Limited processing power of edge devices occasionally created delays. o 1 ?‘"‘ﬁf,,‘ |
Baseline object library not well matched to military needs. Toen ot 00261202 0553 P




Al Enhanced Templating M

Use Cases

Synonyms ¢

New/Edit Synonym

Generating new templates
Generating additional synonyms

Generating avatar profiles

Generating news reports by aggregating messages

Technology

POBL employs Llama 3, a community-driven LLM. The
model’s capabilities were optimised to produce
outputs aligned with product and exercise objectives.

Findings
Good at all of these
LLM “ethics” filters




Al for Still Imagery Mhesed  daden

Use Cases: Avatar profile pics, “Smartphone” pictures, Inject pictures = popL 12 ) e - — ———

Technology

POBL incorporates Generative Adversarial Networks (GANs), specifically
Fooocus Al, to create high-quality synthetic images

Findings
Avatar profile pics — still, so easy, key to biographical data and
scenario setting

“Smartphone” pics - reasonable, but it is hard to get consistency
with what players may be seeing through other systems (e.g. VBS4)
and to match the look of some potential geographical locations and
even specific equipments.

Inject pictures — good

Video - less successful but shows promise (e.g Heygen).

Prompt ‘3 soldiers dealing with public disorder".



Al for Video Imagery VINJICO

daden

Use Cases

Social and mainstream
media video

Propaganda video
Inject video

Findings
Less successful but
shows promise:
ComfyUl

Heygen




Direct Al Generation of Messages Mhesed  daden

Could we bypass the templates by just
feeding the Al a prompt representing all of
the “turn” variables?

POBL Server Generated
Prompt

Turn Dashboard Raw Turn Data

Turn State is Saved POBL Server converts to

“There is a combat situation. Power Damage is

Data is gathered from Database human readable format Low. Water Damage is Medium. Food scarcity is

Low. Transport Damage is High. Physical

Damage is Destroyed. Human Casualty is

5 Impact is D yed. Blue
Forces is currently engaged in Tanks. Red
Forces is currently engaged in Bombing. Blue
iendly. Red Force
vilian Aggression is

Force Aggression is

Results - moderately successful, but
appears to depend a lot on the prompt
engineering and creating a suitable
parameterised prompt for the LLM to
understand. Better for “news” rather than
messages.

Aggression is Aggressivi
Courteous. The Blue Forces has an Activity
Level of 3. null. use these statistics to generate
a news article based on your original prompt,

including a quoted social media post. Do not

mention the levels directly.”

Hybrid — use modified templating (simpler,
less synonyms) and get LLM to “rewrite”
the output

Far more consistent

H OW give LLM t h e CO ntext d e p e n d e nt Local Al Image generation based on generated article
synonyms?
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Challenges — Al Mihemd  daden

Leveraged LLama 3 for text generation and Fooocus Al for image outputs, regularly assessed and fine-tuned
approach for scenarios. However, limitations in pre-existing training data required careful adaptation and prompt
engineering.

Iteratively refined prompts and introduced placeholders (e.g., {@sentiment}) to dynamically adapt content based on
real-time data.

Implemented middleware for efficient data processing and caching, optimising response times without
compromising quality.

Designed workflows that ensured consistency across media modalities, but the lack of mature, defence-ready video-
generation technology limited immediate applicability.

Mitigated ethical and security concerns by hosting the Al locally within a closed network, ensuring secure data
handling and ethical oversight of outputs

Hallucinations less critical in a social/media context as just noise, but POBL moderation screen provided for pre or
post publishing validation and correction

Models run locally with pre-configured hardware and caching techniques to manage high computational demands,
but scaling to larger scenarios may require additional resources and higher specification equipment.



Potential Benefits Mheamed  daden

Reduce the time taken to craft injects for all LVC exercises — or focus that time on more
“golden-thread” type injects and better hide those within the automated injects (even
5-10 min simulations generating 50+ messages)

Enable generation of information injects without the need for additional or specialist
staff — e.g. use within unit, sub-unit and even Fight Club style exercises

Deploy useful Ops (and UAVs) without having to crew them in the simulation

Increase the awareness of human/social/ethical consequences of actions within the
simulation, and sense of media oversight

Enable better exercising of G2/6/9 and Influence staff on simulation-led exercises



Key Lessons/Takeaways Ml daden

LLMs currently best used in support of systems rather than as the core component
for inject generation

Image generation is best for very generic use cases, and video generation still has a
way to go to be properly useful in near-real-time applications

Always have a reversionary mode

But LLMs and GANs are evolving quickly!
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Web: www.daden.co.uk Web: www.vindico.net

Email: david.burden@daden.co.uk Email: dan@vindico.net
Twitter: @davidburden




Populating the World of Training

UK MOD Defence and Security Accelerator Call
Launched March 2023, £2.845m funding
Seeking 12 month, £100k-£300k proposals, TRL3-6

Part of the Audiences, Actors, Adversaries and Enemies (A3E)
Human Terrain strand of the Future Collective Training System
(FCTS)

“novel and innovative proposals that will help deliver a credible,
complex and representative human terrain to effectively train
British Army personnel and other Land Forces operating in the land
environment.”

“a free-thinking A3E capability that delivers cues, stressors and

frictions across the human, physical, environmental and https://www.gov.uk/government/
information domains. This training must be seamlessly blended publlclzatt_lon%compeiguofnt- N

i i : : . opulating-the-world-of-training-
across Live, Virtual and Constructive (LVC) options, and be realistic, Bhgge-fll_ g-the-w ining

dynamic:and adaptable to the developing exercise.” 15



Layered Approach
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VINDOICO deZﬂ

What the user sees

Timed/Ad-Hoc Messages
- Timed or written as required
- Fully manually

Event-driven Messages
- Triggers from LVC systems, e.g. by
HLA

Discrete Events
-  Semi-Automated
- Events queued as required

Background Messaging
- Fully automated
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POBL M emd  daden

A Merged Approach
Adding Live Exercise Support
Using Al to Enhance Messaging

Using Al for Still Imagery

Jsing Al for Video Imagery

Using Al to Directly Generate Messages

17



POBL Architecture M emd  daden
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Opportunities & Exploitation Mihemed  daden

m]mmmlmw DASA Scene 1 e Local Populat

POBL Is now at TRL6/7.

Continue to refine the use of Al in all
areas.

Evolve towards a more dynamic (and
Interactive) virtual population?
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